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Cipher Security Operations

Chris Bernal
Security Engineer

Fabiano Tavares
Sr. Cybersecurity
Specialist - AOO

Dameian Flores
SOC Supervisor

Ricardo Encinosa
VP, MSS

)

Skills: skills: Skills: Skills:

* End-to-end system * Expertin SOAR integration, - Expertise in ethical hacking - Expert cybersecurity
management and Active Directory, and and web security engineer with specialty in
configuration VMware - Extensive certifications in SIEM integrations and

+ Expertin SIEM systems and « Skilled in network cybersecurity and systems customizations
threat intelligence platforms administration and administration + Red team operator with

* Mastery in cybersecurity tools cybersecurity operations. - Skilled pentester with strong pentesting and
and technologies with over 15 « Proven leadership in SOC advanced technical attack simulation
years of experience management and incident leadership experience « Skilled in SOC operations

» CISSP Certified. response. « CEH Master certified. and incident response

» CEH certified.


https://www.linkedin.com/in/ricardo-encinosa-063b0725/
https://www.linkedin.com/in/dameian-flores-331a1282/
https://www.linkedin.com/in/fabiano-t-674399150/
https://www.linkedin.com/in/chrisbernal427/

linsert customer]dedicated operators at Cipher

Ricardo
Encinosa
VP, MSS

15 yrs Cipher

Skills:

+ End-to-end system
management and
configuration

+ Expertin SIEM
systems and threat
intelligence
platforms

* Mastery in
cybersecurity tools
and technologies
with over 15 years of
experience

+ CISSP Certified.

Dameian
Flores

SOC Manager
8 yrs Cipher

Skills:

+ Expertin SIEM,
SOAR integration,
Active Directory,
and VMware

+ Skilled in network
administration
and cybersecurity
operations.

+ Proven leadership
in SOC
management
and incident
response.
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" 1..-\ Derrell Cole — Client Success Manager

E2E Project management [ CISM, CISSP
SOC Operations and Development
SIEM Management and Support
Splunk and Qradar Certified

BCP and GRC Trainer

Has Led ProServices, CS, and SA Teams

Fabiano
Tavares
Sr. Offensive
Specialist
14 yrs Cipher

Skills:

Expertise in ethical
hacking and web
security

Extensive
certifications in
cybersecurity and
systems
administration
Skilled pentester
with advanced
technical leadership
experience

CEH Master certified.

Chris
Bernal

Sr. Security
Engineer
6 yrs Cipher

Skills:

Expert cybersecurity
engineer with
specialty in SIEM
integrations and
customizations
Red team operator
with strong
pentesting and
attack simulation
Skilled in SOC
operations and
incident response
CEH certified.

Connor Lutz - Sr. Security Engineer

» Expert operator 10+ yrs of experience

+ EDR, SIEM, AD, SOAR, NDR, UEBA expertise
* SIEM Technical trainer

» Professional Services Consultant

* Rest APIs, SQL, Python, Lucene

+ Sys Admin, IT support, Config mgmt
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Albert
Gilmore
SOC Night
Manager

10 yrs Cipher

Skills:
*Experienced in
analyzing technical
and client
requirements to
resolve issues.
Proficient in
troubleshooting and
leading in high-
pressure
environments.
*Expertise in SIEM
analysis and ITIL-
certified.

James
Seale

Sr. Solution
Architect

+ 10+ yrs experience
+ Highly Skilled Pentester
« AWS/Rapid7/PaloAlto
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Compliance & Security

« SOC 2 Certified
e SOC 2 Audit

» Global process, procedures, and controls set by Prosegur.
« Frequent reviews, audits, and stress tests conducted internally as well as by 3 parties.

» Inclusive of xMDR platform which adheres to App, Data, and Identity and Access Management Security &

Controls.
Cipher, Cipher SOC, and Cipher xMDR, adhere to Security best practice regarding (but not limite
« Data Encryption (in-motion and at-rest)

» System Security

« Identity and Access Management (including Secure Authentication and Au
« Network Security
« Physical Security

« Crisis Management, Disaster Recovery, Business Continuity, an


https://3402809.fs1.hubspotusercontent-na1.net/hubfs/3402809/Cipher%20-%20SOC%202%20Type%20II.pdf
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Staffing & Support

Our team is:

» Based entirely in the United States

 Provides 24 x 7 x 365 monitoring of your
environment

» Trained and certified at the highest levels of the

cybersecurity industry

A Snapshot of our Certifications
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