
AI Changed the Rules for Digital Publishers 

The Edge Is Where They Take Back Control

Digital publishers face a threat unlike the ones before it. Search disruption, social media fragmentation, 
the collapse of programmatic advertising - those were battles over attention. AI, and the consequences 
it brings, is a battle over something deeper: the ownership of value.

AI systems can ingest an article, summarize it, and answer user questions directly - no click, no visit, 
no relationship formed. The content does the work, and in almost all cases, the publisher sees none of 
the return.

Publishers have spent years adapting. Changing revenue models, changing platforms, and the addition 
of rich media, just to mention a few. What’s needed now isn’t adaptation - it’s a new architecture. 
One that gives publishers real control over how their content is accessed, protected, monetized, and 
measured. The Biggest Threat Is AI-Driven Content Extraction

For decades, search engines operated on an implicit bargain. Crawlers ingested publisher content, 
indexed it, and sent users back to the source. Publishers tolerated the scraping because the increased 
traffic and exposure justified it. It wasn’t a perfect deal, but there were mutual benefits.
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The Biggest Threat Is AI-Driven 
Content Extraction
For decades, search engines operated on an implicit bargain. Crawlers ingested publisher content, indexed it, and sent 
users back to the source. Publishers tolerated the scraping because the increased traffic and exposure justified it. It 
wasn’t a perfect deal, but there were mutual benefits.

Today, AI breaks that.

The new generation of AI crawlers and fetchers don’t index content to drive discovery - they ingest to generate 
answers. When a user asks an AI-powered app a news-related question and gets a direct response, the publisher’s 
article did the work. The publisher saw none of the return. No visit. No impression. No subscription prompt, and often no 
citation of the source. In short, no relationship formed.

This creates three compounding risks for publishers:

1.	 Content is scraped without consent or compensation. Unlike traditional search bots operating under 
established conventions like robots.txt, many AI crawlers operate in far more murkier territory - harvesting 
content at significant scale with no licensing agreement, no attribution requirement, and no traffic in return. 

2.	 AI answers erode referral traffic and audience ownership. When a search engine or AI assistant answers a 
query directly, the incentive to click disappears. For publishers whose audience relationships - and advertiser 
value - depend on owned traffic, this is an existential pressure, not a temporary dip.

3.	 Bot traffic inflates infrastructure costs without producing revenue. AI crawlers generate substantial server 
load. They consume bandwidth, trigger CDN costs, and strain origin infrastructure. But as already mentioned, 
unlike a human visitor, they produce no pageviews, no ad impressions, no subscription conversions. Publishers 
are, in effect, subsidizing the training and operation of systems that compete with them - paying the 
infrastructure bill for their own disruption.

The numbers tell a fairly unforgiving story: higher costs, lower yield, and a sharply worsening curve.
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The Publisher’s Dilemma: Block, Allow, 
Charge, or Measure
Blocking every bot is not the answer. Some AI visibility may matter - being cited by a large language model or surfaced 
in an AI-powered search experience could carry real brand value, particularly for publishers whose authority depends 
on being recognized as a primary source. The problem isn’t, in principle, AI access. The problem is AI access without 
visibility, compensation, or choice.

Publishers don’t need a kill switch. They need a control model, and the emerging framework looks something like this:

Allow trusted bots. Not all crawlers are 
adversarial. Search indexers, licensed 
aggregators, and credentialed AI partners 
operating under clear terms can and should 
be permitted access. The key word is trusted - 
verified identity, known purpose, agreed terms.

Block abusive bots. Crawlers that harvest 
content at scale without authorization, ignore 
robots.txt conventions, or mask their identity 
to avoid detection should be stopped at the 
edge before they consume resources or 
extract value.

Deceive suspicious bots. This is where the 
approach gets more sophisticated. Rather 
than simply blocking unverifiable or malicious 
bots, publishers can deceive them at scale, 
impacting attacker economies of scale while 
mitigating the impact of their attacks. Fastly 
Deception’s capabilities are patent-pending 
and continue to grow every day. The first use 
case focuses on account takeover: allowing 
Next-Gen WAF customers to choose the 
Deception for ATO action, which automatically 
swaps credentials with random numbers to 
invalidate attempts, wasting attackers’ time 
and money while limiting their ability to retool. 
The result is a frustrated attacker who wasted 
money on an attack that could never succeed, 
and a secure login experience. 

Charge commercial AI crawlers. If an AI 
system is ingesting publisher content for 
commercial purposes - training a model, 
powering a product, generating answers 
that replace visits - that use has economic 
value. Fastly partners with companies such as 
TollBit, which has built infrastructure to make 
that exchange real: a metering and payment 
layer that allows publishers to set terms for 
commercial crawlers and collect compensation 
when those terms are met. 

Measure AI citation and content usage. 
Publishers can’t manage what they can’t see. 
Also a partner of Fastly’s, ScalePost provides 
the visibility layer - tracking when and how 
publisher content is cited, surfaced, or used by 
AI systems, and giving publishers the data to 
understand their footprint in the AI ecosystem. 
That intelligence informs every other decision 
in this framework.
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Why a CDN Is Foundational for Digital Publishing
The conversation about bot management and monetization matters enormously. But it sits on top of a more fundamental 
requirement: publishers need to deliver content quickly, reliably, and at scale - every day and under any conditions. 
However, in publishing, conditions are rarely predictable.

Delivering content closer to readers. A global edge 
network means that articles, images, videos, and 
interactives are served from infrastructure close to the 
reader. Latency drops. Pages load faster. For a publisher 
with international audiences - or one whose story 
suddenly goes global - that proximity is the difference 
between a great experience and a potentially 
abandoned one.

Reducing origin load and cloud costs. Given its largely 
static nature, publisher content is highly cacheable. And 
every request served from cache is a request that never 
places a load on the origin. For high-volume publishers 
serving millions of readers, that offload translates directly 
to infrastructure cost savings - less compute, less egress, 
fewer origin scaling events triggered by traffic that could 
have been handled at the edge.

Handling the spikes that define publishing. No industry 
faces more sudden, unpredictable demand than news. 
An election result breaks at midnight. A market-moving 
earnings report drops before the open. A celebrity death, 
a weather emergency, a viral political moment - within 
minutes, traffic can multiply by orders of magnitude. A 
CDN absorbs that surge at the edge, protecting origin 
servers from collapse and ensuring readers get the story 
when it matters most. Publishers who’ve experienced a 
traffic event without proper edge infrastructure know the 
cost firsthand: slow pages, timeouts, and an audience 
that moves on.

The same visibility that drives those spikes also makes 
news publishers a persistent target for DDoS attacks. 
Political affiliations, coverage deemed unfavorable, and 
the sheer notoriety of taking down a major news site all 

motivate attackers - in some cases, the takedown itself 
becomes the story. Edge infrastructure addresses both 
threats: it absorbs legitimate traffic surges and filters 
malicious traffic before it reaches origin. (More on the 
security implications in a later section.)

Keeping content fresh with instant purge. Publishing 
is not a static medium. Homepage layouts change 
constantly. Breaking stories update by the minute. 
Election results, sports scores, and market data demand 
real-time accuracy. Instant cache purge means a 
publisher can push an update and know it’s live at the 
edge immediately - without waiting for TTLs to expire 
or serving stale content to readers arriving in the first 
minutes of a major story.

Optimizing images dynamically. Publishing pages 
are image-heavy by nature. Feature photography, 
infographics, embedded video thumbnails, advertising 
creative - it adds up quickly. Edge image optimization 
serves each reader the right format, resolution, and 
compression level for their device and connection, 
reducing payload without sacrificing visual quality. A 
reader on a mobile connection during a breaking weather 
event gets the story, not a timeout waiting for a desktop-
resolution image to load.

Improving resilience when demand is unpredictable. 
Load balancing, health checks, and automatic failover 
mean that when origin infrastructure strains under 
unexpected load - or when something goes wrong - 
readers don’t see it. Traffic is routed around the problem 
in real time. For a publisher whose credibility depends on 
being available precisely when the news is biggest, that 
resilience is not optional.
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Performance Still Drives Revenue
Publishers monetize attention. Attention is not a fixed resource - it is won and lost in milliseconds.

A slow page is not just a bad experience. It is a revenue event. The reader who bounces before the page loads is an ad 
impression that never renders, a subscription prompt that never appears, a pageview that never registers. Multiply that 
across millions of sessions and the business impact is significant. 

Performance translates to revenue through several direct mechanisms:

More pageviews. Faster pages retain readers longer. A 
reader who loads an article quickly is more likely to click 
through to a second story, a related piece, a video, or a 
section front. Session depth drives inventory. Inventory 
drives revenue.

Better ad viewability. Advertisers increasingly pay on 
viewability metrics, not just impressions served. A page 
that loads quickly and holds the reader’s attention long 
enough for ads to render - and be seen - commands 
higher CPMs and stronger direct sales. Slow pages 
depress viewability scores and weaken the commercial 
proposition.

Lower bounce rates. The reader who leaves before the 
page loads is invisible to analytics, advertisers, and the 
subscription funnel. Reducing that exit rate is one of the 
highest-leverage performance improvements a publisher 
can make.

Stronger search and aggregator performance. 
Google’s Core Web Vitals is still a ranking signal. Google 
News, Apple News, and other aggregators factor user 
experience into placement decisions. A publisher that 
invests in edge performance is investing in organic 
distribution - the kind that doesn’t require a platform deal 
or an algorithm change to maintain.

Higher subscription conversion. The path from casual 
reader to paying subscriber runs through experience. 
A reader who encounters a fast, reliable, well-rendered 
page is more likely to return, register, and convert. 
Friction - including load time - is the enemy of that 
journey.

Reliability when it matters most. Traffic and revenue 
spikes often occur simultaneously. Breaking news, live 
results, and major events - these are the sessions with 
the highest reader intent and the highest advertiser 
demand. A publisher that can’t serve those sessions 
reliably is leaving its best commercial moments on the 
table.

Image optimization deserves specific mention 
here. Publishing pages carry real visual weight - and 
unoptimized images are one of the most consistent 
sources of unnecessary payload. Serving appropriately 
sized, correctly formatted images at the edge reduces 
load time without compromising the visual quality that 
editorial and advertising both require.
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Security Is Now Part of Audience Protection
Digital publishers remain high-value targets. A successful attack on a major news site doesn’t just disrupt operations 
- it makes news. That visibility motivates many attackers. Taking down a trusted outlet during a breaking story is a 
statement, and the attack surface is broader than most publishers outside the security function fully appreciate.

The most sophisticated approach to unwanted automated traffic isn’t always a hard block. Suspicious bots - 
those that can’t be definitively identified but exhibit behavior inconsistent with legitimate use - can be slowed, 
misdirected, or served low-value responses rather than simply turned away. This wastes the resources of those 
probing the system without signaling that they’ve been detected, making the effort less worthwhile over time. It’s 
a more durable posture than binary block-or-allow logic.

DDoS protection. Volumetric attacks designed to 
overwhelm origin infrastructure are a persistent threat, 
particularly during high-profile news events when traffic 
is already elevated. Edge-based DDoS mitigation from 
CDNs absorbs attack traffic before it reaches the origin, 
maintaining availability for legitimate readers while the 
attack runs its course.

Web Application Firewall. A WAF protects the application 
layer - the code that powers article pages, registration 
flows, paywalls, and personalization. SQL injection, 
cross-site scripting, and other application-layer attacks 
constantly target these surfaces

. A well-configured WAF stops the majority of that traffic 
at the very edge.

Bot management. Not all unwanted traffic is malicious 
in the traditional sense, but all of it has a cost. Scrapers, 
aggregators, credential stuffers, and content thieves 
consume infrastructure, distort analytics, and undermine 
the commercial value of publisher audiences. Bot 
management identifies and handles that traffic before it 
creates downstream damage - distinguishing legitimate 
automated traffic from the kind that serves no publisher 
interest.

Credential abuse and account takeover. Subscription 
platforms are increasingly targeted. A reader’s account 
- with its payment information, content access, and 
personal data - has real value. Credential stuffing attacks 
use leaked username and password combinations to gain 
access at scale. Protecting subscriber accounts is not just 
a security obligation; it is a trust obligation. A publisher 
whose subscribers experience account takeover has a 
retention problem as much as a security problem.

API protection. Modern publishing platforms are API-
driven. Mobile apps, personalization engines, content 
syndication, and third-party integrations all depend on 
API endpoints that must be both available and protected. 
Unauthorized API access can expose subscriber 
data, enable content scraping at scale, or disrupt the 
personalized experiences that drive engagement and 
retention.
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Fastly’s Edge Advantage for Publishers
The requirements outlined above - performance, resilience, protection, and content control - are not separate problems 
requiring separate solutions. They are facets of a single architectural question: where do publishers place their most 
critical logic, and how do they make it work together? Fastly’s edge platform is built around four pillars that map directly 
to what publishers need.

Together, these capabilities make the CDN something more than delivery infrastructure. They make it the layer 
where publishers exercise control.

Performance. Global edge delivery places content 
close to readers everywhere. Origin offload reduces 
infrastructure costs and shields origin servers from direct 
traffic pressure. Instant purge keeps content accurate 
the moment it changes. Dynamic image optimization 
reduces page weight without compromising visual quality 
- serving every reader exactly what their device and 
connection can use efficiently.

Resilience. Load balancing distributes traffic intelligently 
across origin infrastructure. Health checks identify 
failures before readers encounter them. Automatic 
failover reroutes traffic around problems in real time. 
When the story breaks and traffic multiplies, Fastly 
absorbs the surge at the edge and keeps the publisher’s 
site standing.

Protection. Fastly’s WAF stops application-layer attacks 
before they reach origin. DDoS mitigation handles 
volumetric threats at scale. AI Bot Management identifies 
and handles automated traffic - distinguishing good bots 
from bad ones and responding appropriately to each. 
Deception gives publishers a more sophisticated tool for 
suspicious traffic: slowing it, misdirecting it, or serving it 
low-value responses rather than simply blocking it and 
signaling detection.

Control and monetization. TollBit integration provides 
publishers with the infrastructure to meter and charge 
commercial AI crawlers, turning content access into 
a revenue event rather than a cost center. ScalePost 
provides the visibility layer: tracking how publisher 
content is cited and used across the AI ecosystem, giving 
editors and commercial teams the data to understand 
their footprint and act on it. Real-time logging and 
configurable edge logic mean that the rules governing 
content access can be updated instantly, without a 
deployment cycle, as the landscape shifts.
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Final words: Publishers Need Control, Not Just 
Speed
Fastly’s commitment to digital publishing runs deep because this is where we started. Our instant purge technology 
changed what was possible for modern publishers - giving newsrooms the ability to update content globally in near 
real time and operate at the speed breaking news demands. That foundation shaped how we think about infrastructure: 
performance and control are inseparable when an audience’s trust is on the line.

Today, the challenges facing publishers are different, but the need for control is even greater. AI-driven content 
extraction, escalating infrastructure costs, audience fragmentation, and increasingly sophisticated threats are forcing 
the industry to rethink how content is protected, delivered, and monetized. We are proud to continue supporting 
publishers with efficient, resilient, and secure edge solutions designed specifically for the realities of modern digital 
media.

Working alongside some of the world’s most innovative publishers has shaped Fastly from the beginning, and digital 
publishing remains central to who we are as a company. The technologies and challenges may evolve, but our 
commitment to the industry remains constant. We value the relationships we have built across digital publishing and 
look forward to continuing to help publishers deliver trusted experiences, protect the value of their content, and 
navigate the next era of the internet with greater speed, resilience, visibility, and control.
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