Fraud Education and Awareness

Stickleyon Security ﬁ

Security Education Made Easy



SoS Advisor

I:rom scams to malware, account takeovers to credit card fraud, your customers continue to face an endless stream
of potential attacks. Adding to the confusion is news outlets providing partial information that only fuels more fear.
It's no wonder customers are turning to their financial institutions for real information on how they can remain secure.

SoS Advisor allows your organization to provide the information your customers need with helpful articles and tips
necessary to stay one step ahead of the identity thief. It is a cost effective solution that turns your website or online

banking application into a comprehensive customer security advisor.

Protect Yourself from |dentity Theft and Fraud
The Security Center brings you safety tips, security notices and the most current scam alerts to help protect you and your security online.
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There have been some rather sophisticated scams floating around, but one
making its way now is using a particularly simple method of attempting to get
you to give up information. Scammers are using text messaging to try and
scare people into calling a number, pretending to be their financial institution

The message is simply a message to call your bank s

immediately at a phone number listed within the text. w
If someone does call, an automated attendant

requests a variety of information including social

security numbers, account numbers, addresses, etc. ’wmmmo‘:w Yo'

beon
Ifyou receive such a text, don't call the number in the -
message. Instead, use a number retri separately ~

for your financial institution and confirm that the text

is legitimate. Also, ifinfarmation needs to be

updated, go online and modify itin your account. When doing so, use a link
you have previously bookmarked or one that you trust. Don't click on links that
might arrive in email messages or texts asking you to click and update
something

New MacKeeper Vulnerability Opens

INCLUDED SERVICES
e Continual security updates and warnings

e Access to all SoS customer training videos

“‘Response has been overwhelm-
ingly positive. The regulators also
like it as a tangible sign of commit-
ment to staff and member security
education. The Analytics help back
that up.”

-Ray Spreier (Chief Information Officer)
Mid Oregon Credit Union

“When customers become victims of
identity theft, online  banking
malware or any number of other
scams circulating, their organization
pays the price. Keeping customers

informed of the latest threats gives
them a distinct advantage over the
criminals.”

- Jim Stickley

e Access to the SoS quick tips videos and player providing quick and easy security tips in under 60 seconds

e Social media support

e Customized news feeds

ADDITIONAL SERVICES
e Unique custom security videos created specifically for your organization
e Custom onsite customer training

o Remote customer training via webinar

Security Education Made Easy



When over a billion dollars was stolen from financial institutions around the world, the cause was traced back to
compromised employees. Target, Sony, Home Depot and even Anthem Blue Cross were also breached through mis-

takes made by the employees of those organizations. The reality is, no matter how secure your network, in most cas-
es it takes just one mistake by an employee to lead to complete and total compromise.

Employee EDU takes a unique approach in providing comprehensive security education and awareness training to
your staff. Comprehensive quarterly education courses and continued security awareness updates ensure your staff
is prepared for the latest cyber security attacks.

MY SETTINGS [EeVaS INeelV 5 Sl GENERAL EDUCATION (1)  EDUCATICON ARCHIVE

-Overview Part1 Part2 Fart3  Take Quiz

Is it secure?

You got it right!
The password "5bxQ@sdketae' was strong because it was 8 or more characters and contained
upper and lower case letters, special characters and numbers

Is this password Strong or Weak?

INCLUDED SERVICES
e Quarterly security education campaigns focused on keeping your staff informed about high risk security topics

e Security awareness programs providing your employees with up-to-date security articles detailing recent security con-
cerns and events

e Fully customizable policy and incident response training. Your organization can choose from existing courses provided
by SoS that can be used immediately or modify them to fit your specific policies. In addition, you can create your own
unique training courses

e “Gamification” (educational games) designed to make learning more interesting and interactive for your employees

e Detailed reporting that provides your management and regulators with the information needed to validate your contin-
ued education program

o Automated notification designed to ensure your employees are aware of new campaigns, pending courses and security
advisories

Reduce Fraud Through Education and Awareness




BadPhish

Don’t Just Simulate...
Actually Educate!

The Next Generation Phishing Simulator & Education Solution

When employees become victims of cyber criminals, your organization pays the ultimate price. While filters, firewalls,
anti-virus, and malware prevention solutions can help, the reality is that each day thousands of malicious emails are
received by unsuspecting employees all over the world. In the worst cases, these employees fall victim to the includ-
ed attacks.

Phishing is the most common term used to represent email attacks, but that name can often be misleading and
downplay the enormous risk that comes from these types of emails. Today, criminals use phishing attacks to not only
gain login credentials and confidential information, but also to gain control over desktops and ultimately the networks
of the compromised systems. Through creative new emails, unpatched applications, and a never ending supply of
increasingly robust malware, the phishing attack now ranks as one of the top entry points into compromised organi-
zations throughout the world.

For over 25 years Jim Stickley has been using these techniques to compromise organizations that range from armed
government facilities to community banks and credit unions. Using this unique skill set, Stickley has designed
BadPhish, the world's most advanced phishing simulator and education solution. Just sending a forged email does
little to test an employee. At this point, most employees are aware of basic phishing concepts and are likely to detect
these types of attacks. However, as criminals become more sophisticated, so do their emails. That's why BadPhish
uses a hybrid approach to phishing simulation. Now, organizations are able to choose from a vast database of pre-
defined payloads and then use simple customizations techniques to create one of a kind tests that match the most
sophisticated attacks that criminals are using today. With this design, BadPhish offers an unlimited number of unique
tests that an organization can perform.

Of course testing employees is only the beginning. BadPhish also provides general security training when an employ-
ee fails a phishing test. In addition, for those organizations with Employee EDU, BadPhish has been integrated, al-
lowing for easy customized course assignment and tracking upon failure of a phishing test. Simply put, you are no
longer just simulating attacks, you are actually educating your users and validating their progress. Supporting the op-
tion to purchase one time testing or purchasing yearly service, which includes unlimited continual testing, Badphish
offers a solution that fits your organizations needs and with comprehensive reporting and an easy to manage cloud-
based interface, it's easy to see why BadPhish has become the next generation phishing simulator and education
solution.
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