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Allgress Insight Risk Management
Vulnerability Module v6.1 Fast Facts

Significant funds have been spent on vulnerability management tools. With Allgress, you can
derive greater value from those tools by consolidating and centralizing data across complex,
global networks and summarizing that data into business-ready formats with projected risks.
The Allgress Vulnerability Management Module assists security and risk professionals with
making sense of their vulnerability data collected across complex networks.

Leveraging the Allgress Vulnerability Module, you can:

Integrate with leading industry devices including Digital Defense, McAfee Vuln
Manager, Tripwire IP360, Nessus, Nexpose, Outpost, Qualys, QualysGuard,
QualysGuard Scan, QualysGuard Web App, Retina, Retina CSV, SAINT, Metasploit,
IPsonar, RedSeal, Veracode, Weblnspect, WhiteHat , McAfee DLP and Websense DLP.
Prioritize vulnerabilities based on the business impact of the asset.

Offer more than a point-in-time view by delivering trending and time-series views that
reveal vulnerability volumes, severity levels and mitigation progress.

Consolidate, store and filter all vulnerability scan data into a common repository.
Reveal threat levels via business-unit and network-segment comparisons.

Automate remediation through mitigation and management.

Manage false-positives easily.

Provision reports and dashboards via an easy to use Online Portal.

Allgress - Company Confidential

VAM Mod FNB vsn 1
Cantamhar 27 201A



&2 ALLGRESS

6 O O 52.9.91.16
y Allgress™ 6.1 [_ (O] x|
Welcome Washington, Hn George  Connectedto allgress.cSeuld6ph83m.us-west-1.rds.amazonaws.com; SalesDemo @ ‘%1 @ S @ @
‘ ‘ulnerahility Warkflow > Prioritize Asset Vulnerabilities
" Date range Assets I Vulnerabilities I
E=a [ | AssetType | 1P | Hostname/Path | Domain Network [vuins | [ impact [ os | I:o!il
. Asset 16.125.85.33 hostasset2233 test.com Test Network 4 3 High (75) Unknown
em 5 @ ssset 16.125.85.64 hostasset2264 test.com Test Networkd 2 B Lowiio)  Unknown
I 9f 'I I 9/z 'I @ isset 16.125 85 .67 hostasset2267 test.com Test Networkd 3 I Low {10} Unknown
E Zddza @ assset 16.125.86.13 hostasset2213 test.com Test Network4 1 B Lowior  Unknown
. Asset 16.125.86.19 hostasset2219 test.com Test Network4 4 Medium ... Unknown
@ Technical scan @ asser 16.125.86.45 hostasset2245 test.com Test Networkd 4 B Lowito)  Unknown
v [TestScan_Zl? - w| @ Asset 16.125.86.56 hostasset2256 test.com Test Metwork4 3 I Low {10) Unknown
. @ isser 16.125.87.25 hostasset2225 test.com TestNetworkd 3 B Lowio  unknown
© Neither . Asset 16.125.85.0 hostasset22 test.com Test Network 4 1 I Low (10) Unknown
G Filters . Asset 16.125.85.63 hostasset2263 test.com Test Network4 2 I Low {10} Unknown
J— IVuInerabiIi! ‘ Asset 161258918 hostasset2218 test.com Test Metwork4 1 I Low (10} Unknown
. Asset 16.125.89.32 hostasset2232 test.com Test Network 4 1 I Low (10) Unknown
% Basic | advanced | @) psser 161258949 hostasset2249 test.com TestNetworkd 3 B Lowior  Unknown >
T Asset atrribute: | |5 | LI_I
Filtered by: Tech, Scan=TestScan_212 (Test Network 4) {9/15/2016) 475 Items (1 selected)
o [~ assetgroup o = - ; o .
~ Ticket gDeFer v W lonore ~ | ] Save Cancel Properties | | Risk register |
[iAssetupe ‘ulnerabil e Yuln. Type Protocol | Service F
g [~ DNS Domain g
B (ESEems I Testvuln_462 Exposure C
Critical 6.0 nia Testvuln_473 ‘Web Applicati... 7445 tcp C
l@ [ Impact
[~ IPAddress
(o™ 7 Netwark
[&-X

3|

3Items (1 selected)

Welcome Washington, Hn George

S

Asset (2 filters] | specific |
Basic(2filters) IAdvanced I
[~ assetattributes

vV asset group

9

[~ assettype
" DNS Domain
I Hostname
V' Impact [
7 1P Address
r

MNetwork

8 0 <

Workflow >

° Risk Analys

|a 6 of 2¢

—
—

edium, F

—

el B % @

Connectedto allgress.cSeuldéph83m.us-west-1.rds.amazonaws.com; SalesDemo

Asset Status Pie Charts

y Allgress™ 6.1 |_ (O] x|

& O 8@

Asset Count by Impact

igh (85 assets, 41.5%)

status |

[V Enable tool tips

< Bpply Il_ A

0B 9

‘k&'

uto

(Megium]

Allgress - Company Confidential

VAM Mod FNB vsn 1
Cantamhar 27 201A

=




&= ALLGRESS

8 O 6 52:9.91:.16
» Allgress™ 6.1

=] B3
Welcome Washington, Hn George  Connectedto allgress.cSeuld6ph83m.us-west-1.rds.amazonaws.com; SalesDemo {i‘] E l%:] 6 [} @ @
Yulnerability Workflow > Vulnerability Status Pie Charts
& — <
Asset IVuInerabiIityI scan | specific| Finding Count by Asset Group
e Basic IAdvam:ed] status |
I~ aAssetattributes [Asset Group 6]
E] I~ Asset group A {
— Asset type
v [~ DNS Domain —
™ Hostname I—
D — Impact
[~ IPAddress —
I Network

¥ Enable tool tips

P,
< Apply ||_ Auto

Asset Group 1

B 9

Asset Group 2

o

Finding Count by Asset Type

Windows desktop

0

Windows Iaptop

Allgress - Company Confidential

VAM Mod FNB vsn 1
Cantamhar 27 201A



y Allgress™

Welcome Washington, Hn George

Yulnerahility Workflow >

Date range ITe(hnitaI scans I
| Specific | Relative |

Period

&2 ALLGRESS

Connectedto allgress.cSeuldéph83m.us-west-1.rds.amazonaws.com; SalesDemo

Vulnerabhilities By Asset Type Scoreboard

g8 &% @]

Vulnerabilities by Asset Type: 8/17/2016 - 8/23/2016

[Weeklyto the Day

MNumber of Weeks

|6 3.
€ start date

@ End date

| 872016

| | ss27/2016 =l

Display | Fitters |

Data

' Assets

@ vulnerabilities

Color

@& vuln. severity

" Assetimpact

Display options

[~ size by assetvuln. count
I~ Showlong names

[V Hide tooltips

& Apply |l_ Auta

Unfiltered

Severity
Urgent

Critical

High

Medium

Allgress - Company Confidential

VAM Mod FNBvsn 1
Cantamhar 27 201A




